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REVISION HISTORY

Revision | Document
Number Revised
V3R3 - Web Server | - SRG-APP-000095-WSR-000056 - Modified 08 April 2024
SRG, V3R2 Discussion to include specific examples of the
type of event information to be captured in the
audit log.

- SRG-APP-000219-WSR-000190 - Added new
requirement to restrict a consistent inbound
source IP for the entire management session.

- SRG-APP-000219-WSR-000191 - Added new
requirement to restrict a consistent inbound
source IP for the entire user session

- SRG-APP-000251-WSR-000194 - Added
requirement to interpret and normalize
ambiguous HTTP requests or terminate the
TCP connection.

- SRG-APP-000251-WSR-000195 - Added
requirement to terminate the connection if
server-level exceptions are triggered when
handling requests to prevent HT'TP request
smuggling attacks.

- SRG-APP-000295-WSR-000012 - Modified to
lower the timeout to 8 hours or less.

- SRG-APP-000427-WSR-000186 - Modified to
include user and machine certificates.

- SRG-APP-000439-WSR-000192 - Added
requirement to mandate use of HTTP/2.

- SRG-APP-000439-WSR-000193 - Added
requitement to disable HTTP/1.x downgrading.
- SRG-APP-000439-WSR-000196 - Added
requirement to use forward proxies that route
HTTP/2 requests upstream.

- Rule numbers updated throughout due to
changes in content management system.

- Web Server | - SRG-APP-000439-WSR-000151 - Upgraded to | 25 October 2023
SRG, V3R1 CAT L
- Web Server | DISA migrated the STIG to a new content 27 October 2022
SRG, V2R3 management system. The new content
management system renumbered all Groups (V-
numbers) and Rules (SV-numbers). With the
new Group and Rule numbers, DISA
incremented the version number from V2R3 to
V3R1.

Description of Change Release Date

- SRG-APP-000179-WSR-000110
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SRG-APP-000224-WSR-000135 - Upgraded to
CAT 1.

- SRG-APP-000093-WSR-000053 - removed
requirement due to parent SRG ID removal.
- Web Server | - V-56033 - Updated to reflect 30-day patch 26 April 2019
SRG, V2R2 interval from CNSS-1253.
- Web Server | - Added requirement SRG-APP-000439-WSR- | 23 October 2015
SRG, V2R1 000188 to require export ciphers be disabled.
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